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REY—E ZREL(1)

BEHY—/NEZRHEL3D 7 LA > R h —IL T,
RERT—ER b IARBHINTLWET DT,
REH—ER%EIEL T,

chkconfigd YU R CT 74 ILECREBISN AP —ERER THD L.
RDESTIEH>TWNET,

# chkconfig --list | grep A~
microcode ctl 0:74 7 1.47 224> 3:FY 4F2 5742 6:47
gpm 042 1LAD 22742 3FY 4F2 5742 647

kudzu 0:AD 14T 2247 3AxY 4F2 542 6:472
syslog 0:A2 1LAT 2242 342 4F2 542 647
netfs O:AD 147 2247 3AxY 4F2 542 6:472
network 0T 147 224> 3AY 4FY 5742 6472
random 0:AT 147 2242 3AY 4FY 5742 6472
rawdevices O:AT LAD 2247 3:FY 4F2 5742 6:47
keytable 0:A47 LAY 2242 342 4F2 542 6:47
mdmonitor AT 1LAD 224> 3:FY 4F2 54 6:472
mdmpd 0:FA7 L.AT 2742 3FxY 4F2 5742 6:47
atd O:AD 1.747 2247 3AxY 4F> 5742 6472
apmd 0:F47 1L.AT 2242 3xAY 4F2 5742 6:47
isdn 0:AD 1747 2242 3F 4F2 5742 6472
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REY—E ZREL(2)

iptables ~ 0:#42 147 2242 3:FxY 472 5:F2 6:47
ip6tables  0:#42 147 2242 3:AxY 472 5:F2 6:47
pcmcia 0:A42 LAT 2242 3:FdY 4FY 542 647
irgbalance 0:4 7 1.:47 2247 342 4*2 542 6:47
autofs 0:A42 LAT 2247 3FY 4F> 5742 6:747
sshd 0:FA7 L.AT 22742 33X 4F2 5742 6:47
portmap  0: A7 147 2247 3:FY 4F*> 5F2 647
nfslock 0:742 LAD 2247 3FY 4F> 574> 647

rhnsd 0:AT 14T 2247 3AxY 4F2 542 6:47
crond 0:AT LAD 2242 3:FdY 4F2 54 6:47
xinetd 0:AT LAD 2247 3:FY 4F2 5742 6:47
cups 0:A7 LAD 2242 342 4F2 52 647
hpoj 0:F47 1L.AT 2242 3xY 4F2 5742 6:47
xfs 0:AT 1LAD 224> 3:FY 4F2 54 6:472
firstboot 047 147 2247 3:FY 4747 542 647
canna 0:FAT 1LAD 2242 3:FY 4F2 54 6:47
postfix 0:A7 1L.A7T 2242 3FAY 4Fx2 542 647
FreeWnn 0.7 1.A2 22742 3AxY 4F2 542 6:47
arptables_jf 0:4 2 147 224> 342 4F*> 542 6:47

sgi_fam: Fo
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4

s Y —/NIZRHEL3D 7 ILA > R b—)L T, RELH—ER 1< S ALREH
ENTVWETDHT, REY—ERZELEL T,

# chkconfig gpm off

# chkconfig pcmcia off

# chkconfig isdn off

# chkconfig rhnsd off

# chkconfig canna off

# chkconfig FreeWnn off




] t#lU%’fEQEH%*L;;hJ

= roOtHERRICA B EMTEHL—HERET
"letc/pam.d/su" T 7 A ILEHREL . RDEBRDAANENLET,

v/etc/pam.d/su

N

# Uncomment the following line to require a user to be in the "wheel"” group.
auth required /lib/security/$ISA/pam_wheel.so use_uid

" root1—H TDSSHAOY (2% 21t 5, (KDDIERAY—/\TIE, TIAILETHREFH)
“/etc/ssh/sshd_config” 774 JLD*“PermitRootLogin”DITDAAREHL ., “no”[TEEBLFET

v/etc/ssh/sshd_config

PermitRootLogin no




N

SSHEZ T D 7 & A il i

4

*SSHCEEFE AN S0penSSHD RIS AT AIFEEEHD T, FIEI—HIT K> TS
SNAEEEITIELGOTUVET A, SH2EF ) TALRILEZEOHAIZIE, ERTH54
TORDT IR EEITONET,

RHEL3IZT 74 IR TA U RAh—IL &N BsshdlE, TCP

Wrapperz®AL=7 7 A G I T LI ILENTVET DT,
letc/hosts.allow & fetc/hosts.deny ZFIFAL T7 A FIEHEITLVET .

FI . IR TDEHREEETITHHREELET .

v/etc/hosts.deny

sshd: ALL

R EGES AT ARAMDIRARE F=XIPFRLRZSERLET,
v/etc/hosts.allow

sshd: 192.168.1.10
sshd: sshclient
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\ SSHT#ERREEZ1TO(1)

SSHIZEFX a7z TEHA, —DBERELT. RIIDAT AV DI/INRT—RIEFEXTT,
Z_T.RABESIEAR (MER - LAFARARX) EZFERALTEFT7IIOTAVLET,
SSHIZ([ZVersionl&Version2 A& Y £ 3 AV, ZZ TIELSSH

VersionlMRSAEEZFIAT HIEGEIZDULVTERBALE T . Window®DSSHIZA 7 k&L T
K<EIB N T=Tera Term Pro +TTSSH®D fit K /S — a2 (Version2.3) [E Version1D & 25t i L T
WET DT, SSH Versionl BB EMEASIN TS/ N—DavZEBbns 6 TY,

1.1ZrootER T. 2. LIEIE— R 1 —FHER TITULVET,
1.SSHD A—Y RPN HA I RETAEEIERTEEZLEHLET,
(CEXERIIEHATHEERERELTRIIVNEHYEETA,)

W /etc/ssh/sshd_config

passwordAuthentication no # FEX IR —RERRIEELET S
PermitEmptyPasswords no # ZZ3XF/NRAT—FDRFIEEIET 5

sshdzxBEEILET .

# service sshd restart




| SSHTRIBIE1TS(2)

2. NEAR—MWEBAZEALET , (RSARFHEESVer1N5E)

N

$ ssh-keygen -t rsal Generating public/private rsal key pair. Enter file in which to save

the key (/home/username/.ssh/identity): [1B% [FZ D FFE!)Z—>] Enter passphrase

(empty for no passphrase): [/ XA 7L —X% A 71] Enter same passphrase

again: [FEZED = /\RITL—XEFBE A N]

Your identification has been saved in /home/username/.ssh/identity.

Your public key has been saved in /home/username/.ssh/identity.pub.

The key fingerprint is: b7:a1:38:2a:ea:fd:0f:c1:e8:30:d1:63:81:52:40:ad username@sensaba.net

~/.ssh LLFIZ. identity, identity.pub® Z DD I77 A ILNERREINET . FNFh.
HADWERLEAFETY , /S—Ivia(E TNENG600(-rw-------), 644(-TW-I--1--) TY,

3. authorized keysZFE9 %
~/.ssh/authorized_keys 77/ ILIZEEETZH B 7 D AFHARZEMLET,
ssh-keygenlZ &> THEIFEERLT-B 75 D 2 B#Eidentity.pubZEMLET

$ chmod 700 ~/.ssh $ cd ~/.ssh $ touch authorized_keys $ cat identity.pb >> authorized_keys $ chmod 600
authorized_keys

F 1=, Ef s RA LD~/ sshlauthorized_keysIZH1Z#E T RANMIHDHE P D LN FHEEEMLET
identiry.pubZME N ICRONTEREHYFEFAD T, fiphE X T7H A ETHERERANZ
OE—3 52 ENTEET,



SSHTEEFEREEZ1T2(3)

N

4

A FEHRERACDRANAFRBEZIRT S
RSALFHBIES(CRLHRAZTF AT AICIE LTOFHNBETY,
a. EEH T RANCRSAMZE BZER L T#H S (~/.sshlidentity BN FET D)o

b. FEfR TR A LD~/ ssh/known_hosts 77 A JLIZHEERR FE R A DA AFRABENZEZFIN TN,

c. ¥E#R SR AR D~/ ssh/authorized_keys7 74 JLICHEST T RRAMZHHE 5 D AR
(SR ITR A LD~/ ssh/identity.pubD A N E RSN TS,
—ELSSHZEE > T L = FE D7E LM ERTERARISSHICL > TR T 5 L.
~/.ssh/known_hostsIZHF DRRANNFAREZEFZT ENEINEFHRLoNFET,
NI yes EBEANIEEBFZINFET,

AER LTRSS R T2l — DAV EELGRE T, ‘_ODMJTﬁ%E'ho'Cﬁ'JB?LLU
 LTRALTLESE. ZEERLRZERTEEF AN T, FEL TS,

_________________________________________________________________________________________________________

5. RRAMZIERET S

$ ssh -1 dummyhost.sensaba.net Enter passphrase for RSA key '/home/username/.ssh/identity': [/XAT7L—X% A 71]

Bi[Zssh&avw o RESDEVersion2EL THIFTEN AT EABYEIT DT, FDBEIZIE, “-1"F T avzE
5L TVersionlEL TSR LET .
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SSH Version2 TO D E R E(1)
ODSAIESZF AT 558

1. NEAR—MWERBRTEIERLET . (DSAES)

$ ssh-keygen -t dsa Generating public/private dsa key pair. Enter file in which to save the key
(/lhome/username/.ssh/id_dsa): [ [EZ D FEFE!)Z—2/] Enter passphrase (empty for no
passphrase): [/SRA 7L —X% A 1] Enter
same passphrase again: [fEEED 1=/ N\ X 7L —X%E A 1] Your identification has been saved
in /home/kddidev/.ssh/id_dsa. Your public key has been saved in /home/kddidev/.ssh/id_dsa.pub.
The key fingerprint is: f6:1a:2b:7c:44:51:6b:6e:27:5e:40:fe:c4:7d:5f:49 username @sensaba.net

N

~/.ssh LA IZ, id_dsa,
=8 .

I

id_dsa.pub® Z DD I7AILHERSNET, ThEn. B OMBREABETT, /\—3viay
ZNEN600(-rw------- ), 644(-rw-r--r--)TY ",
2. authorized _keys2ZFRET 5

~/.ssh/authorized_keys2 774 JLIZ{ERETEHE R D NHBEZEMLET .
ssh-keygen|Z&k > THRIFEERLT-B 57 D A F#id_dsa.pubZiEMLET

$ cd ~/.ssh
$ cat id_dsa.pub >> authorized_keys2

$ chmod 600 authorized_keys2
¥ 1z, BEfi%k R R b D~/ sshiauthorized keys2(Z & T A A b

3. TRAMZIESH TS

CHH5E7DONHEBEZEMNML 9,

$ ssh dummyhost.sensaba.net Enter passphrase for key '’home/username/.ssh/id_dsa'": [/SRAT7L—X% A 5]

12



SSH Version2 TO D FHiE(2)
ORSAISXFIFT 154

1 ABR—WERTAERL £ 7. (RSAKE)

$ ssh-keygen -t rsa Generating public/private rsa key pair. Enter file in which to save the key
(/home/username/.ssh/id_rsa): [{B&EILZ D FF')F—] Enter passphrase (empty for no
passphrase): [/ SR 7L —X% A 71] Enter same passphrase again:

[FEER D=8/ SR TL—X%HE A A] Your identification has been saved in
/home/kddidev/.ssh/id_rsa. Your public key has been saved in /home/kddidev/.ssh/id_rsa.pub. The

key fingerprintis: 3a:63:89:27:7b:19:90:91:64:29:4f:47:00:9¢:50:c4 username@sensaba.net

N

~

~/.ssh LRI, id_rsa,
vavld,

id_rsa.pubD ZDDI7AILNEREINET , ThTh. B OWMERELRAETT, /\—
ZNZ 1n600(-rw------- ), 644(-rW-r--r--) T3,

2. authorized_keys2ZFHE T 5%
~/ .ssh/authorﬁedzlkeySZ

T7AIVIZERRTES B D ARBEEEMLET , ssh-
keygenlZ& > THERIFEMERMLI-B 75 D FAHEId_rsa.pubZEMLET

n

$ cd ~/.ssh
$ cat id_rsa.pub >> authorized_keys2

$ chmod 600 authorized_keys2
¥ 71z, BfifkAR R b D~/sshiauthorized_keys2(Z b EfRTT AR M ZHD2EHPDOAMEBAEML £

3. RANZIERET S

$ ssh dummyhost.sensaba.net Enter passphrase for key 'fhome/username/.ssh/id_rsa": [/XR 7L —X% A 71]

13



SSH Version2 TO D {5

Q@ EHMDORND DIH5E

N

INATD—PFERAE 2l L £ 7,

m|
4

A(3)

BHORLH H12E12(F. RHELIDIEAE T(E. RSA. DSA. FX /SR D —FDIEFET

kddidev@210.230.64.32's password:

$ ssh dummyhost.sensaba.net Enter passphrase for key ‘'/home/username/.ssh/id_rsa':
[Z D FEFE!)Z—2 ] Enter passphrase for key '/home/username/.ssh/id_dsa": [ZDFEFE!) Z—2]

@® \Windows T F| FH

SSH Version1d KU Version2[Zxf s L. UTF-8XFa—RIZH 3t L=, UTF-8 TeraTerm Pro with

TTSSH2Z U T LYA Do O—RLTHAL TS,
http://sourceforge.jp/projects/ttssh2/

14



: Tripwire— S AEEI(1)

N

Tripwire[XIBELI=77 ML DIEHRE T —EARN—XI(ZREL T, F7MIUDBRESNTLVELMNE S E
HERITH-HDYINITTTY , TripwireldAREEHAYIRTI A FAFKTDTripwire, Inc.H
A—ToY—ROAZ22=TA~DB AL TEY . V—RI7MILDERNTHNTLET,
LinuxhRIZIERPMBAE SN TULVET,

TripwireDEFEMITRDR—TFSHBLTIZELY,
Tripwire Japan K.K.
http://www.tripwire.co.jp/

22T, Tripwires § TICA >R b—=JL LTz L TRIERDEREICDOWTERBAL £ 9,

Tripwire TIX, BRE 77 ML PR) O —T7/IILTRHRASN A YA F—D0 7ML EEEIL T 56D

[ AR TL—X |, T—EAR—RIT7AIGETHREINSEO—NILF—T7MIEREELLT 56D
(A=A IRRIL—XIPBEIZHEYET , FINRITL—XERET H1=0I,
[etc/tripwire/twinstall.sh #E1TLET,

15



http://www.tripwire.co.jp/
http://www.tripwire.co.jp/
http://www.tripwire.co.jp/

N

Tripwire— S AEE1(2)

# [etc/tripwire/twinstall.sh

The Tripwire site and local passphrases are used tosign a variety of files, such as the configuration,

policy, and database files.Passphrases should be at least 8 characters in length and contain both letters and

numbers.See the Tripwire manual for more information.

Creating key files...

(When selecting a passphrase, keep in mind that good passphrases typically have upper and lower case letters, digits and
punctuation marks, and are at least 8 characters in length.)

Enter the site keyfile passphrase: [/ 4 b —2J7 4 LAD/SRATL—XEAA]

Verify the site keyfile passphrase: [/XAT7L—X#H A 11]

Generating key (this may take several minutes)...Key generation complete.

(When selecting a passphrase, keep in mind that good passphrases typically have upper and lower case letters, digits and
punctuation marks, and are at least 8 characters in length.)

Enter the local keyfile passphrase: [A—/J/LF—T7A ILEAD/INATL—X%E A H]

Verify the local keyfile passphrase: [/XX7L—XZ#HB A ]

Generating key (this may take several minutes)...Key generation complete.

Signing configuration file...

Please enter your site passphrase: [ERE L=V A~ IRXRTL—X%F A A]

Wrote configuration file: /etc/tripwire/tw.cfg

A clear-text version of the Tripwire configuration file

letc/tripwire/twcfg.txt

has been preserved for your inspection. It is recommended that you delete this file manually after you have

examined it. S R VNG N Sy D PR [ R S——

SIfI ------------------------- | BREN D B & . [etcltripwireT 1 L kI
igning policy file... | DIOD LA

Please enter your site passphrase: [BXE LIz A XRTL—XEAN] | L/L,_J—_FZ i 2. |0:‘;a| kZ ZAMER RS S e
Wrote policy file: /etc/tripwire/tw.pol | KEY

A clear-text version of the Tripwire policy file !

letc/tripwire/twpol.txt

has been preserved for your inspection. This implements a minimal policy, intended only to test essential
Tripwire functionality. You should edit the policy file to describe your system, and then use twadmin to
Generate a new signed copy of the Tripwire policy.

* site.key

___________________________________

16



: Tripwire— T ABEHI(3)

Tripwire DAV AL—ILAFE T LIz £ T—FIN—RIT7AIILDIERZETLET,

# [usr/shin/tripwire --init Please enter your local passphrase:
[B—AIL/NRTL—X% A 7] Parsing policy file: /etc/tripwire/tw.pol
Generating the database... *** Processing Unix File System ***

UEDaZ> F%aEITT % & Narllibltripwire/twd & L5 7 7 1 ILZ T
T—3RRX—=R 7 7AILHDMERENET, RXAPMDRRy 72X FTH,
ZOERICEES D SR SORES MY T,

N

.
=1

~

A1ILDEIA»ITHOHN TV WY ) HDDREE (BEMFTvy) (. XV N &
L/i_a_o

I

# [usr/sbin/tripwire --check Parsing policy file: /etc/tripwire/tw.pol *** Processing Unix
File System *** Performing integrity check...

BEMF v IIZHT—RR—XEREE L BHRICERLIAY £, BF, B. glEI N
7 7AIDRE DI 12568, CDERMNPRREINET,

Tripwire = 1 > 2 b —JL L 12 E&B& T, /etc/cron.daily/tripwire-check” 7 1 LD A > X b —IL & N,
BHTripwire " BERICEITINTEEEF v o0 ThbEd, L. BEBETHIALER
a2 (&, tripwire-checkZ 8Bk L £ 7,

BEMF v I DERIEEHDDIINICLR—F 7 74 ILIZCEHEDENET, ZORNEEHERT S
(ZE. ROAV FAEEITLET, EIETLEEBRAELHEICEWVW)IZFIN DOV TWLET,

# lusr/sbin/tripwire -m r --twrfile /var/lib/tripwire/report/.twr

17




Tripwire— S AR %1(4)

N

4

TripwireT—2N—XDRRET DHITIERDIATUFEERITLET,

# [usr/sbin/twprint -m d --print-dbfile

EFELEFHNUBERE L THRESNL WL IZT H720IC, TripwireT7— X N—2 %
BT 5I21E, ROV FAEEITLET,

# [usr/sbin/tripwire --update --twrfile /var/lib/tripwire/report/.twr

FROATUFHEFEHELAEVIFEEICERDEIICLET,

# lusr/sbin/tripwire --update -r /var/lib/tripwire/report/.twr --accept-all

18



Tripwire— T A H1(5)

N

4

ORET7MILDIEE
TripwireDT 74 ILEDEERET7 A ILILtw.cfg T BEERASNT=T7MILTY,
EFEDERELEFIZIE. V)7 THFALDtwefg txtZEEINVET,

twefgZ7 A ILDEREHIZDWLTITEBLET,

)T TF R (twefg.ixt) ICK DR EZF1To1=6, ROATUEEEFTLT. COT7AILE
RICHEBERALIT77MIL (twefg) ZERLET,

# lusr/sbin/twadmin --create-cfgfile -c tw.cfg -S site.key /etc/tripwire/twcfg.txt

ORI —T7MILDIRE

RI—T74ILIEtwW.pol T BB ERSINT=T7MILTY , EBEDRELEICIX.

V)7 TF A Dtwpol txtEFELVET,

RO ENLHLIZWIT 7ML TTOLBEIT"H' ZE DT TIAANTIRLET,
JUTTF AL (twpol.txt) [ZKBEREZTof0. RDATUKREETLT. COIT7MILE
HICEESERALE=TJ74)L (twpo) ZERKLET .

# [usr/sbin/twadmin --create-polfile -S site.key /etc/tripwire/twpol.txt

19



Tripwire— X A 41(6)

g
T OHERDA—ILELD
BAMFIVITREAHS-ESIZIE. FOEEA— L CEANTACENATEET,

A—ILEEFEDT IV—TICFAIBRT 577 IVIZHLTIT O ERELFT .

5l Z (X. “Critical configuration files” 7 IL—TIZEENBZIT7AILDNEBIN - EE(TA—/LE
EAEIINTTBICIE RDKIITERELFT

v/etc/tripwire/twpol.txt

rulename = "Critical configuration files",
severity = $(SIG_HI),
emailto = adminuser@sensaba.net

)

ROARVET, TRAMAYE—DFEETHENTEFET,
# [usr/sbin/tripwire --test --email adminuser@sensaba.net
Sending a test message to: adminuser@sensaba.net

Ot*x1)T4DMAL
BEIT7AILER)—T7AILDI)TTXERRI7AILIE, HELBHEINBZEEDT7AILD

REAZTEBRLTOONMONTLEID T, BIRRT 5 E2HB8OLFET,

# rm /etc/tripwire/twcfg.txt # rm /etc/tripwire/twpol.txt

20



rootkit#&H (1)

N

WEENIAVEL—RBEALERIZEFAT HY—ILEET T EHT=rootkitEFE I 5
Y—ILFYEDBHYET , rootkit TR EBEZD BEiZFELEY. \wIRT7TEHRELET,
F1-. rootkit BIRDEEZIZT =62, psav U R OISATURLGEED T AT LBKE
WEALET,

rootkitl Z[Z4R R FEFEMNFEHE T AT=OIZ. TNOEZFEHTRET A LITEEICRE T H.
chkrootkit Z#{E>Z &K BEMNGEENTEE T IMED EZA. chkrootkit TIE
60FZ2F LA L DrootkitZ R T HEMTEET,

FHHITUTOYArESHRLTIZSLY,

chkrootkit -- locally checks for signs of a rootkit — http://www.chkrootkit.org/
1. AV AR—=IL
ERDTFAKYEFD/—REF 7 O—FLTAVA—ILLET,

(—f 1 —HHERTEAAM—ILAIRETY . )

$ tar zxvf chkrootkit.tar.gz
$ cd chkrootkit-0.46a

$su
# make sense

# cp ./chkrootkit /usr/local/bin/

chkrootkit 7 Ay S LMEET AL IR RIZHFEEAYFEST , AT UM LETLOTLNKSIZ,
Just/local/binT4L R IZaE—LTHLELLTLED,

21




N

rootkit) & H (2)

roottEfR TERITLE T,

# chkrootkit

ROOTDIR s /!

Checking "amd'... not infected
Checking "basename'... not infected

Checking “biff'... not found

Checking “chfn'... not infected
Checking “chsh'... not infected
Checking “cron'... not infected
Checking “date'... not infected

(EH)

rootkith i EN -5 & (E. TINFECTED | ERTRENFE T,

22



N

rootkitd &t (3)
4
3. cronC=E1T
chkrootkitZzcron|ZE L TEEAMIZEITSEET .
Fl-. BITRRZRHFRTHEEDIC rooth TITA—ILEEELET .
[etc/cron.daily T« L7 k1 1Zchkrootkit# RT3 5 TIL R I Tk
letc/cron.daily/chkrootkitZERLET
v/etc/cron.daily/chkrootkit

I/bin/sh

usr/local/bin/chkrootkit > /var/log/chkrootkit.log
grep "INFECTED" /var/log/chkrootkit.log | mail -s "chkrootkit log" root
chmod 600 /var/log/chkrootkit.log

APV THETEZAMLET,
# chmod 755 chkrootkit

,Il ‘INFECTED & AEN =0 BHEASN TV SFAIREENS LTI A R TERMENEED
%L\J:')'C?'O)'C BT LEREAINTVSEFRBYFER A - FE—RAICHS TR

'%‘J?Llﬂ rootkit LIARFNENDFEEHYF R AD T, BHESNGN R ELVIDITTEHYEE A,

,IZ WEEIZrootkitZ DIDERISASNTLE BN HYEE A, chkrootkitZCD-ROM
7‘&&0)2%:&&'(%73(,\%747( BLTHELEKWTLED,

1=, chkrootkith\FEU I § 32 R I, awk. cut, egrep. find. head. id. Is. netstat, ps. strings.
sed, uname T AY, CHHDATVRAFELRSNTNSBEIHYET DT, FRINTLRLE
HEETEDSY AT L(KNOPPIX/EE  CDT—hTESHTA RN Ea—23Y) T—HRIZT—RL,
%0)/7\7-1_\0):7/I~’&ﬁofchkrootkn’&%ﬁ?’é0)75\4:U EFLULVTL&LS,

23
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. RPM/Syr—S OBE AR (1)

AVE A=A ET I ERADHEEEZT. VAT LRSI AN TLES-IGEIC.

MEAINT=TFAILETRABETAAHEEL T RPMISY —S DS A AT 35 EAHYET
RPM/NY—DF AV A= LT BFIZIE. D7AILT RTOMDSF I LR EFLTWNET
- 7ML AR . A—H— JIIL—F F—F . BEHFEHZNGEIZODOVTHRELTULET,

INLDEHREAVT. EENMAONTULELMNARDIENTEETS,
PMIR R T-VA T3V EALTRELET,

ZZTIFELIZWEBY—/\(httpd) O A—JLH—/\(sendmail) i E , LD DD /w7 —D (2D T

ARTHET.

# rpm -V httpd
S.5....T c /etc/httpd/conf/httpd.conf
M...UG. /var/log/httpd

# rpm -V sendmail

SM5....T ¢ /etc/aliases

S.5....T ¢ /etc/mail/access

S.5....T ¢ /etc/mail/local-host-names
S.5....T ¢ /etc/mail/sendmail.cf
S.5....T ¢ /etc/mail/sendmail.mc
S.5....T ¢ /etc/mail/statistics
SM5....T ¢ /etc/mail/submit.cf

24



RPM/ A\ r—S DS ARRH(2)

N

4

AVAR=ILFNSERBIN TS IT7AILIZDNT, SEDXFLEEET—ID
EXATEEINTLWASRENE ASNFET,

XFNDEK

OS J7AMILMDH A X (Size) NELS

OM E—F (Mode; FrIEELT77MILDIESE) NELD

o5 MD5 Fxv Y LHELD

®D T /NA R (Device) DAV v —[RAF—F I N —HHLEL
®L readLink(2) Lf=/SAM—EL ALY

oU fi A& (User) NEL S

oG 7' JL—7 (Group) WE4 S

O T {EIERFZI (mTime) KNELS

BHET—UDER

®c %config &XE 771 ),

®d %doc XET771IL,

@ %ghost 77 1IL(THEHE ., N\vTr—DRABYELTIEIEENTULNVEWNT7AIL),
®| %license 24/t RAT7714 )L,

®r %readme readme 771 )L,
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RPM/ A\ r—S DS ARRH(3)

N
Y

XFDEH T, “.2(ENVAR) [ITAE@EBL: ZEEBKRL, “” (OTRAFIVIT—Y) IE
TAMNERING ST (TEHE. T7MILIN—39 a3V ITKYHEAIADIE I DT-)
_EEERLTOETD,

AT EDIFAIEICEH THRIHEREZRYVADL ZEMTEET . RET7AILEED
SOCEEBEICE - TERIN=T7AMILERNT HENTEEFT . RITENLDA T3y
D—ERTY,

@--nouser

@®--nogroup

®--nomtime

®--nomode

# rpm -V --nouser --nogroup --nomtime --nomode httpd
S.5..... ¢ [etc/httpd/conf/httpd.conf

FARTO/N\NV =IOV TREAEZITOG R FRD LIITLFET,

# rpm -Va

COHNMERET7AILIZ)FALORLTEELTHELELWTLELS,
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